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MyGeotab™ Server Hosting Overview

Overview

Geotab provides free MyGeotab hosting to all its customers and resellers. All MyGeotab and
Store servers are currently hosted at a large SAS70-compliant hosting service provider with
data centers located across the United States and sit securely behind a managed firewall.

GO Device Communications

All data to and from the GO device is transmitted as compressed, binary data in a proprietary
format via a secure port over a cellular or network connection to Geotab’s Store servers. This
data remains on the server until it has been successfully delivered to the MyGeotab database.

MyGeotab / Checkmate Communications

A user can establish a connection into the MyGeotab-hosted database via SSL (when using
HTTPS) or an open connection (when using HTTP). All other ports are completely blocked from
any data connections. All connections into the database are password-protected and are
completely configurable via the Checkmate software.

Geotab Administration Communications

As part of Geotab’s MyGeotab hosted offering, our internal engineers regularly connect into the
servers via a secure, internal IPSec tunnel. All access is strictly controlled within Geotab'’s
security domain.

Backups are performed automatically via a secure process, ensuring that all datasets are
contained within the secure, internal network.
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